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Outline

* Debugging Techniques and Problems
* Online Trace Reconstruction
* Online Trace Analysis

« Execution Time

* Runtime Verification

 Conclusion
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Debugging/Profiling
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Debugging Tools — Desktop Development

» Behavioral

« Unit tests (golden values, corner cases)

» Conditional breakpoints (gdb, jdb)
« Performance

« Valgrind

» Sanitizers (leaks, locks, ...)
« Assumption

* Nearly no time constraints

» Lots of computing power

{# Package Explo f¢ TypeHierarch |dfvJunit 2| = O

B
Finished after 4,427 seconds

Runs: [11/11 B Errors: [0 B Failures: [0

» figrealExampleTests.ISPGraphSelfMatch [Runner: JUnik 4]
» filhelperTests.DelayinsertionTest [Runner: JUnit 4] (0,005
i
» il mergingTests.TestCompatibilityGraphCommutativity [R
» firealExampleTests TestiSPSampleGraphs [Runner: JUnit -
» fizmergingTests.MergingRuleTest [Runner: JUn
» iz graphTests.GraphConversion [Runner: JUnit 4] (0,003 s)
» HahelperTests TestByteFieldSelection [Runner: JUnit 4] (0,0
» fiimatchingTests.TestConstantSplit [Runner: JUnit 4] (0,00

= Failure Trace o

DelayinsertionT
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TestByteFieldSe

Quick Access <C/C++> X ¥

ControlDataFlow 822 7t =0

@override

public boolean containsEdge(N sourceVertex, N targetVertex) {
logger.error(”finding an edge in the graph requires a target pc
return false;

@override

public Edge<N> getEdge(N sourceVertex, N targetVertex) {
logger.error(“do not to use getEdge() in a non-implementable d:
return null;

H

@override
public boolean containsEdge(Edge<N> &) {
return containsEdge(e.getSource(), e.getTarget(), e.getTargetPc

public boolean containsEdge(N sourceVertex, N targetVertex, int tar
for(Edge<N> edge : incomingEdgesof(targetvertex)) {
if(edge.getSource() == sourceVertex &% edge.getTargetPort()
return true;

flp @) BD 4's 5P #C #G &G BC 4D Bcup gH|mCcR| = B

miE~ XRgZR~ o =

java (13.03.2018 09:05:33)

Element Coverage Covered Instruct Missed Inskructic
» B main.gui | 0,0% 0 1.479
» B main.gui.observerWindow | 10,5% 131 1.117
+ £ main.gui.toplevel | 0,0% 0 917
~ i matching | 789% 970 259

» (1] BipartiteEdge.java | 846% 126 23
» [l BipartiteGraph.java I s537% 102 88
» [1 BipartiteGraphMatcher.java = 868% 701 107

» [J] Matcher.java 100,0 % 9 o

» [J1 MatchSolution java 43,8% 32 41
» 8 merging 94,2 % 355 22
» # merging.clique E 162% 1.893 9.803
+ # merging.constructive 0,0% 0 36
(5]
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Debugging Tools — Embedded Development

 Behavior
Does this work for

multi cores?
They have much
more power...

* Register Values
« Breakpoints and single stepping
* Printf

 Simulation/Emulation

* Model based static profiling
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Debugging Tools — Embedded Development

 Multicore

* Registers and breakpoints as before
« Modeling fails due to non-determinism
* New problems because of real parallelism

 Consequences
* Very pessimistic estimators
* No estimation at all
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Runtime Debugging

* Hybrid approach How do | get the

dynamic information?
Will it influence the
behavior or

performance?

« Static control flow graph analysis

 Dynamic program flow trace

( 0x206¢..0x2078

« Execution time analysis
*

* Runtime verification
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Runtime Debugging - Insights

* Trace macrocell inside ARM Processor (Coresight)

 Information provided

Processor (SuT)
« Synchronization a0 Bh )
- Indirect branches B —
« Branch taken or not taken SouEPEQ T;fi?f 0017707011000
« Time difference to last branch | ovz g &
. Context change —|_Mem

« Postprocessing inevitable
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 FPGA based online reconstruction
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Trace Reconstruction - Hardware
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Execution Time Analysis - WCET
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Execution Time Analysis

Basic Max. Max.
Block first further
86 0x2000 10us -

Ent

o 2 0x202c 14us 8us

<®
’ e Em
‘ 0x101c ..0x1020 ‘ 0x202c..0x2030 ‘ 0%2050..0x2058 }I ‘ 0x206¢..0x2078 J i
v \ 4 4 2
Exit 0x2034 .0x204c | 0x205¢.0x2068 | — o 20
(@)
Grs.e

Function

Gry -
Q,
/7@0,

21.03.2018 | TU Darmstadt | Computer Systems Group | Philip Gottschling | 13




Y TECHNISCHE
A=="77A)

Execution Time Analysis — Workflow L e

Executable

Max
Further

Will | ever find a
safe and precise
estimate?

1. Reconstruct

CFG
8 us
1us
050 12 us 8 us
0x205¢ 2us 1us
0x206¢ 8 us 4 us
0x101c 6 us Ous

Context Sensitive BB Statistics

2. Adapt timing
analysis module
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Execution Time Analysis — Examples

* Debhie
o Software for a satellite instrument
* Well understood real world example

« 1923 Basic blocks, 172 Routines, 68 Loops
« TACLeBench
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Runtime Verification — Generation

[ . -~ . as s . -}
always@ (posedge clk) begin |
if (rst) begin

TeSSLa

sum:= add(a, b)
out:= eq(sum, 5)

end else begin

end
end ||

Time consuming synthesis!
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Runtime Verification — Details
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Runtime Verification — Observation
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Runtime Verification - Workflow
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Runtime Verification - Benefits

« TeSSLa - Temporal Stream-based Specification Language:
« Arithmetics, aggregations
* Real time conditions
« State machines

* High resource utilization
 Turnaround times less than 1s
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Conclusion

* Online trace analysis

« Hybrid WCET
* Runtime Verification

» Arbitrary long observation times
« Short turnaround times
« Compact form factor for field applications
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